UBND TINH LAO CAI CONG HOA XA HOQI CHU NGHIA VIET NAM
SO TU PHAP Poc 1ap - Tw do - Hanh phic

Sb: 1047 /STP-VP Lao Cai, ngay 23thang 10 ndm 2024
Vv trién khai nhiém vu ting cuong
cong tac bao dam an ninh mang, phong,
chéng tin cong mang

Kinh gri:
- Céc t6 chtrc tham muru, tong hop; cac phong
nghi€p vu thudc S&;
- Céac don vi sy nghi¢p tryc thuoc S6.

Can ctr huéng din tai Cong van s6 5316/TBATANM ngay 24/09/2024 cia
Tiéu ban An toan, An ninh mang - C()ng an tinh Lao Cai vé viéc tang cuong cong
tac bao dam an ninh mang, phong, chdng tin cong mang, Sé Tu phap tinh Lao
Cai dé nghi cac phong, don vi sy nghiép truc thudc S6 thuc hién mot s6 nhiém vu
ting cudng cong tic bao dam an ninh mang, phong, chéng tan cong mang, ndi
dung cu thé nhu sau:

1. Pdi véi cac phong, don vi sw nghiép true thude Sé':

a) Tuyén truyén, quan triét cong chirc, vién chirc va nguoi lao dong thudc
thAm quyén quan Iy:

- Thyc hién nghiém cac van ban chi dao vé bao dam an toan, an ninh mang,
bi mat nha nudc trén khéng gian mang, bao v€ dit liéu ca nhan: Luat Bao vé bi
mat nha nude; Nghi dinh s6 26/2020/ND-CP ngay 28/2/2020 cta Chinh phi Quy
dinh chi tiét mot sé didu cta Luat Bao vé bi mat nha nudc; Cong van soO
4114/BCA-ANCTNB ngay 25/11/2022 ctia B Cong an vé viéc hudng dan mot
s6 quy dinh ctia Luat Bao vé bi mat nha nudc; Cong dién s6 33/CD-TTg ngay
07/4/2024 cta Thi tuéng Chinh phu vé ting cuong bao dam an toan thong tin
mang; Thong bao s6 2009/TB-A05-TTANMQG ngay 11/4/2024 ctia Trung tam
An ninh mang Qubc gia-Bo Cong an huong dan céc bién phap tang cuong bao
dam an ninh mang cho h¢ thong thong tin quan trong vé an ninh qubc gia ... va
cac van ban khac lien quan dén thuc hién nhiém vu bao dam an toan, an mnh
mang, bi mat nha nudc trén khong gian mang, bao vé dir liéu ca nhan.

- Truy cép kénh Zalo OA “CoOng an Lao Cai - Phong ngira ti pham”
kichhoat ché do “Quantam” dé thuong xuyén dugc cap nhat thong tin, canh bao
phong ngtra cac loai to1 pham hang ngay, nang cao canh giac véi cac loai to1 pham
dac biét 1a to1 pham mang cong nghé cao (st dung dién thoai thong minh quét ma
QR Code kém theo dé kich hoat ché d6 “Quan tdm” cap nhét thong tin).

- Nang cao y thurc canh giac khi thuc hién cac hoat dong trén mang internet,
mang vién thong, nhu: Chia sé thong tin ca nhan trén mang xa hdi, st dung céc
hinh thirc thanh toan truc tuyén, mua béan hang hoa, dau tu tién ao, tién dién t,



huy dong von... khong dé toi pham loi dung hoat ddng, tr¢ thanh nan nhan cua td1
pham sir dung cong nghé cao; tich cuc, chu dong to6 gidc to1 pham.

- Thyc hién bao vé¢ dit lifu ca nhan, khong chia s¢, luu trit thong tin ca nhan,
thé cin cudc cong dan, mi sb thué ca nhan... trén cac trang mang xa hoi, may
tinh, phan mém duoc két ndi v6i mang Internet, tiém an nhiu nguy co mat an
toan, an ninh thdng tin trén khong gian mang.

- Thue hién nghiém tuc céc quy dinh cua phép luat vé dam bao an toan, an
ninh mang, bao v¢ bi mat nha nudc. Khong truy cap vao cac trang thong tin doc
hai, khong tu dong cai dat cac phﬁn mém khong c6 ban quyén, phr:in mém khong
phuc vu cho cong tac chuyén mon. Khi két ndi thiét bi luu trir ngoai (USB, 6 ciing
di dong, thé nhéd ...) vao may tinh tram phuc vy, thuc hién ché d6 tu dong quét
virus cho cac thiét bi.

- Khi str dung hop thu di€n tir cong vu canh giac va khong mo céc tap tin hay
duong lién két dugc gl qua cac trang mang xa hoi, khong truy cap vao cac tip
tin dinh kém, hinh anh la dugc gui tr nguoi la, mao danh hoac hdp thu dién tir
khong rd ngudn gbe...

- Nghiém tuc viéc thuc hi€én soan thdo, in 4n tai litu mat; khong luu trit co
s& dir ligu, tai liéu co chira thong tin thudc pham vi bi mat cia nha nudc trén may
tinh két ndi mang Internet (dir i€u trén may tinh ca nhan, USB, thu muc); loai bo
triét dé khi chuyén d6i muc dich st dung cac thiét bi da luu trit co s& dit lidu, tai
liéu co chira thong tin thudc pham vi bi mét cua nha nude (6 cimg di dong, 6 climg
may vi tinh cho, tdng cac co quan, don vi, cac xa ndng thon moi).

b) Phéi hop thong bao kip thoi véi Van phong S¢ khi phat hién may tinh
phuc vu chuyén mén ctia minh bi nhiém virus, mi doc dé cung giai quyét, khac
phuc.

¢) Cac don vi sunghiép thudc Sé chi dao congtac bao dam an toan, an ninh

mang, bi mat nha nudc trén khong gian mang, bao vé dit licu ca nhan cua don vi;
chiu trach nhi€ém trudc Giam doc So néu don vi thudc pham vi quan Iy khong tuan
thu cac quy dinh cua phép luat vé bao dam an toan h¢ thong thong tin theo cap do
hodc d¢€ xay ra mat an toan thong tin, 10 lot thong tin, dir li¢u cd nhan, bi mat nha
nuoc.

2. P6i voi Vin phong Sé

a) Tham muu ra soat, ting cuong cac giai phap bao dam an toan thong tin
mang cho cac hé thong thong tin, uu tién cac giai phap gidm sat, cdnh bao som;

b) Phbihop voi S¢ Thong tin va Truyén thong dam bao thuc hién hiéu qua,
thuc chat, thuong xuyén, lién tuc, wu tién sir dung cac san pham, gidi phap, dich
vu an toan thong tin mang d61 vdi cac co sd dir licu, h¢ thong thong tin quan trong,
dung chung.



C) B6 tri nhan lyc bao vé an ninh mang; cu can bg tap huén, bdi dudng,
nang cao kién thirc, k¥ ning cho can b, dang vién, doi ngii chuyén trach cong
ngh¢ thong tin, an ninh mang tai don vi dap img nang lyc, yéu cu bao vé an
ninh mang va bi mat nha nudc trén khong gian mang.

Dé nghi cac phong, cac don vi su nghiép truc thudc Sé nghiém thc trién khai
thuc hién./.

Noi nhan:

- Nhur trén;

- Lanh dao So;
- Luu: VT, VP
Mi QR
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S¢ Tu phap
Tinh Lao Cai

Lé Ngoc Quynh
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